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[bookmark: _Toc23347200]1	Decision/action requested
This document proposes the protection for SEAL interfaces for the new TS on SEAL TS 33.434. SA3 is kindly requested to approve this contribution.
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[bookmark: _Toc20237239][bookmark: _Toc23347202]3	Rationale
As S3-19xxxx [2] proposes the skeleton for SEAL TS, it is proposed to approve this contribution for adding details on security protection for SEAL interfaces for the TS.
[bookmark: _Toc23347203]4	Detailed proposal

*****Start of Change*****
[bookmark: foreword][bookmark: introduction][bookmark: references][bookmark: definitions][bookmark: clause4]7.Y       Security for the SEAL interfaces
[bookmark: _Toc23347222]7.Y.1       SEAL-X1
As defined in TS 23.434 [1], the SEAL-X1 reference point, exists between the key management server and the group management server and shall use the HTTP-1 and HTTP-2 reference points and may use the HTTP-3 reference point for transport and routing of security related information to the group management server. The SEAL-X1 shall be protected using HTTP over TLS as defined in [3], [4] and [5]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E.

7.Y.2       IM-UU
IM-UU reference point is used between the identity management client and the identity management server. The IM-UU between the Identity Management client and the Identity management server shall be protected using HTTP over TLS as defined in [3], [4] and [5]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E.

7.Y.3       KM-UU and KM-S
The KM-UU and the KM-S are direct HTTP connections between the Key Management Server and Key Management Client and shall be protected using HTTP over TLS as defined in [3], [4] and [5]. The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [6], annex E.
.
[bookmark: historyclause] ***** End of Change*****

